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CCNA Security v1.1 - Chapter 10  
Adaptive Security Appliance Lab Videos 

Chapter 10 of CCNA Security v1.1 includes four Adaptive Security Appliance (ASA) labs. The following videos 
demonstrate the steps in each ASA lab and are provided as supplemental learning resources.  

Lab A: Configuring ASA Basic Settings and Firewall Using CLI 
Part 1: Lab Setup 

Part 2:  Accessing the ASA Console and Using CLI Setup Mode to Configure Basic Settings 

Part 3: Configuring Basic ASA Settings and Interface Security Levels Using CLI 

Part 4: Configuring Routing, Address Translation and Inspection Policy Using CLI 

Part 5: Configuring DHCP, AAA, and SSH 

Part 6: Configuring a DMZ, Static NAT, and ACLs 

Lab B: Configuring ASA Basic Settings and Firewall Using ASDM 

Part 1: Lab Setup 

Part 2:  Accessing the ASA Console and ASDM  

Part 3: Configuring ASA Settings and Firewall Using the ASDM Startup Wizard 

Part 4: Configuring ASA Settings from the ASDM Configuration Menu 

Part 5: Configuring a DMZ, Static NAT and ACLs 

Lab C: Configuring Clientless and AnyConnect Remote Access SSL VPNs Using ASDM 
Part 1: Lab Setup 

Part 2: Access the ASA Console and Prepare for VPN configuration 

Part 3: Configuring Clientless SSL VPN Remote Access Using ASDM 

Part 4: Configuring AnyConnect Client SSL VPN Remote Access Using ASDM 

Lab D: Configuring a Site-to-Site IPsec VPN Using CCP and ASDM CCNA Security 
Part 1: Basic Router/Switch/PC Configuration 

Part 2: Basic ASA Configuration 

Part 3: Configuring the ISR as a Site-to-Site IPsec VPN Endpoint Using CCP 

Part 4: Configuring the ASA as a Site-to-Site IPsec VPN Endpoint Using ASDM 
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https://www.youtube.com/watch?v=ltp22xo3OKY
https://www.youtube.com/watch?v=bCHGz5HYd6Q
https://www.youtube.com/watch?v=_PKbJkTniRc
https://www.youtube.com/watch?v=BYigJw7eTG0
https://www.youtube.com/watch?v=74YE5wVOnRY
https://www.youtube.com/watch?v=pTYoQcBOExQ
https://www.youtube.com/watch?v=ZeM7lV7Cy2w
https://www.youtube.com/watch?v=lOxbLd9_qAE
https://www.youtube.com/watch?v=NycdZOIQS-k
https://www.youtube.com/watch?v=km3IkHPYLr0
https://www.youtube.com/watch?v=nzx6D1gWu7A
https://www.youtube.com/watch?v=DgorBY91aKc
https://www.youtube.com/watch?v=P8clamo9FOg
https://www.youtube.com/watch?v=1bUOVfaiDBc
https://www.youtube.com/watch?v=6iMzRODPNtk
https://www.youtube.com/watch?v=XZhnOSzCf6M
https://www.youtube.com/watch?v=beNoLEO2iTM
https://www.youtube.com/watch?v=wDsuEd28Rms
https://www.youtube.com/watch?v=Gf9CPD8Loa4

